NAVAL POSTGRADUATE SCHOOL THESIS PROJECT

(Virtual Private Networks (VPNs))

DESCRIPTION:  This study would discuss several or all of the following; advantages/disadvantages of using VPNs, how VPNs can be used in the Marine Corps to mitigate security risks in varied environments (tactical, garrison, and remote access), how VPNs could affect business processes, VPN hardware/software requirements, the effects of using VPNs with respect to bandwidth, how VPNs provide security (i.e., IPSec, remote access, SSL, etc.) and evaluate how to integrate VPNs and the DoD Public Key Infrastructure (PKI).  The student would define a VPN and discuss the advantages/disadvantages of this technology with respect to Marine Corps doctrine for conducting combat operations and Marine Corps processes used for conducting peacetime day-to-day operations.  Due to the ever-increasing threat to the integrity of networks, VPNs are becoming a possible solution to protect information as it transits DoD and commercial networks.  The Marine Corps is presently testing VPN technology in various scenarios to determine how to best leverage the security provided by VPNs.  In order to meet the requirement for information superiority over any future adversary, the Marine Corps will need to study/test the latest security technologies available to determine which technology best meets Marine Corps requirements.   


The student would need a strong background in TCP/IP and IPSec. 

TRAVEL REQUIREMENTS: Student should expect to spend time at MITNOC (Quantico, VA).  Travel to FIWC HQ (in Norfolk, VA), AFWIC (San Antonio), LIWA (Ft. Belvior, VA), DISA (Arlington, VA) and SPAWAR (San Diego, CA) as well as other destinations would be approved with proper justification.  Funding is available.

CLEARANCE REQUIREMENTS: SECRET/NOFORN. TS/SCI is highly desirable.  U.S. citizens only.

HQMC/C4I POINT OF CONTACT:

Maj. Michael O’Neal, USMC

Network Security Officer

Phone: (703) 604-7036/DSN 664 

NIPRNET: onealms@hqmc.usmc.mil

SIPRNET: onealms@hqmc.usmc.smil.mil
MITNOC POINT OF CONTACT:

Mr. Donald Brookins







Phone: (703) 784-5300/DSN 278







NIPRNET: brookinsdw@noc.usmc.mil 

